
 

The Auditing Layer: Radical 
Transparency of Money and Algorithms 
as the Bedrock of Verifiable Trust 
 

 

Introduction: The Imperative for Radical Transparency 
in Governance 
 

In an era characterized by the dual forces of accelerating technological complexity and 
eroding public trust in institutions, the foundational principles of the social contract are being 
re-examined. Traditional mechanisms of oversight, such as periodic financial audits and 
retrospective legislative reviews, are proving increasingly inadequate to the task of ensuring 
accountability in a world governed by real-time data flows and automated decision-making 
systems.1 This report analyzes Layer 3 of the "Pyramid of Power," a modular framework for a 
new digital social contract. This layer, termed "Radical Transparency of Money and 
Algorithms," posits that a fundamental prerequisite for legitimate governance in the 21st 
century is the complete and continuous public auditability of the state's core operational 
code: its financial transactions and its computational logic.1 

The problem this layer addresses is twofold. First, the misappropriation of public funds 
remains a catastrophic drain on global prosperity and a primary driver of civic disillusionment. 
It is estimated that corruption costs the global economy between $1.5 and $2.6 trillion 
annually, equivalent to 2–5% of the world's GDP, directly impeding the delivery of public 
services, degrading infrastructure, and stunting economic growth.2 Second, the rapid 
proliferation of algorithmic systems in public administration—used for everything from 
allocating social benefits and policing neighborhoods to screening job applicants and guiding 
judicial decisions—has created a new and opaque locus of power.1 Without mandatory 
transparency, these systems risk becoming "black boxes" that perpetuate and amplify 
societal biases, make life-altering decisions without clear justification, and concentrate 
unaccountable power in the hands of their creators.4 

This report argues that radical transparency is not a utopian ideal but a pragmatic and 
achievable necessity for constructing a resilient and trustworthy social contract. It functions 



as the pyramid's critical "auditing layer," shifting the basis of public trust from a fragile faith in 
the integrity of institutions to a robust, evidence-based "verifiable confidence" in their 
processes.1 This analysis will dissect the two pillars of Layer 3—financial transparency and 
algorithmic accountability—through a critical examination of pioneering global initiatives. It 
will explore the technological promise of distributed ledgers for public finance, as seen in 
pilots in Spain and Brazil, while also analyzing the profound success of non-blockchain open 
data platforms in Ukraine and New York City. It will then turn to the emerging field of 
algorithmic accountability, contrasting proactive disclosure models like the AI registers of 
Amsterdam and Helsinki with reactive legal frameworks such as New York City's bias audit law 
and the European Union's landmark AI Act. Through these case studies, this report will 
demonstrate that while the technological tools for radical transparency are now mature, their 
successful implementation is contingent upon navigating significant political, institutional, and 
even philosophical challenges. Ultimately, it will conclude that this layer of verifiable trust is 
the essential foundation upon which more advanced forms of digital democracy can be built. 

 

Section 1: Illuminating the State's Coffers: The Move 
Towards Real-Time Financial Transparency 
 

This section analyzes the paradigm shift from opaque, periodic financial reporting to 
continuous, publicly auditable ledgers. It examines both the theoretical promise and practical 
limitations of nascent blockchain-based models and contrasts them with the demonstrated 
success of established open data platforms, revealing critical lessons about the interplay 
between technology, governance, and political will. 

 

1.1 The Theoretical Framework: From Opaque Ledgers to On-Chain 
Public Finance 
 

The central proposition of radical financial transparency is a fundamental re-architecting of 
public accounting. It advocates for a transition away from the current standard of lagged, 
summarized, and often inaccessible budget reports toward a system of real-time, 
transaction-level visibility for all public spending.1 The ultimate vision is the creation of an 
immutable public ledger where every financial action taken by the state—from large 
procurement contracts to microtransactions—is recorded and made visible to any citizen, 
journalist, or auditor in real time. This would effectively create a "Google search" for 



government finances, allowing for unprecedented scrutiny and data-driven oversight.1 

Blockchain and distributed ledger technologies (DLT) are frequently proposed as the ideal 
technical substrate for this vision.1 Their core properties—immutability, which ensures that 
once a transaction is recorded it cannot be altered or deleted; decentralization, which 
reduces the risk of control or manipulation by a single central authority; and inherent 
transparency, where all transactions on a public ledger are visible to participants—are 
uniquely suited to addressing the challenges of public finance.2 By placing government 
accounting "on-chain," the technology promises to create a permanent, uncompromisable, 
and continuously updated audit trail.1 This model directly confronts the public distrust that 
stems from the misappropriation of funds and a general lack of awareness of how budgets are 
spent, aiming to replace institutional opacity with cryptographic certainty.2 

 

1.2 Pioneering Implementations in Blockchain-Based Public Finance 
 

Several jurisdictions have initiated projects to realize this vision, offering valuable early lessons 
on both the potential and the significant hurdles of implementing blockchain in the public 
sector. 

 

Case Study: Aragon, Spain's Procurement Pilot 

 

The autonomous region of Aragon, Spain, launched one of Europe's first blockchain-based 
public procurement platforms in 2018.1 The primary objective was to enhance transparency 
and foster fairer competition in the public tender process, a domain notoriously vulnerable to 
corruption.1 

The system was designed as a distributed ledger where each step of a public tender—from 
the initial posting of requirements through the submission of bids to the final contract 
award—was recorded immutably.1 Smart contracts were used to automate and enforce the 
predefined rules of the bidding process, creating a tamper-proof log of the entire 
procurement lifecycle.1 This architecture was intended to prevent common corruption tactics, 
such as the backdating of contract amendments or the existence of hidden side agreements, 
by making any deviation from the encoded rules immediately evident on the ledger.1 

While the project was a limited proof-of-concept rather than a full-scale deployment, its 
primary documented impact was an observable increase in trust among vendors.1 Companies 



participating in tenders could cryptographically verify that the process was being conducted 
fairly and that no competitor was receiving preferential treatment, which in turn was reported 
to encourage more competitive bidding.1 

However, the Aragon pilot did not scale beyond its initial phase.9 While the available materials 
do not provide a definitive post-mortem analysis of this specific project, they point to a 
broader set of challenges that frequently hinder the adoption of blockchain technology in the 
public sector. These include a failure to demonstrate clear advantages over existing, mature 
digital systems; the high costs and technical expertise required for development and 
maintenance; a lack of sufficient administrative and technical capacity within government 
agencies; and a general institutional resistance to adopting novel and disruptive 
technologies.10 The Aragon case thus serves as a crucial early data point, illustrating that a 
technologically sound concept can still falter if it fails to overcome these deep-seated 
institutional barriers to scaling. 

 

Case Study: Brazil's Rede Blockchain Brasil (RBB) 

 

A more ambitious and strategically different initiative is Brazil's national blockchain network, 
the Rede Blockchain Brasil (RBB), officially launched in 2022.1 The project is a partnership 
between key state institutions, including the powerful federal audit court (Tribunal de Contas 
da União - TCU) and the national development bank (BNDES).1 Its primary goal is explicitly 
political: to restore public trust in government institutions by providing a new infrastructure for 
accountability and traceability of public expenditures, a direct response to the country's 
persistent challenges with high perceptions of corruption.1 

The technical architecture of the RBB distinguishes it from single-purpose applications like 
the Aragon pilot. It is conceived as a public permissioned blockchain—a "network of 
networks"—built on the Hyperledger Besu client, an Ethereum-compatible enterprise-grade 
DLT.15 This design aims to create a shared, national digital infrastructure for trust. To lower the 
barrier to entry for public agencies, the network is designed to be "gasless," meaning users do 
not need to hold or spend cryptocurrency to execute transactions.15 Its governance model is 
structured with "patrons" (TCU and BNDES), "associated participants" who run validator 
nodes and participate in governance, and "partners" who can use the network to build 
applications.16 

As of late 2024, the RBB remains in a pilot and infrastructure-building phase.17 The initial 
applications deployed in the laboratory environment are foundational services rather than 
end-user solutions. These include a blockchain-based identification service for legal entities, 
a document notarization service, and a tokenization service designed to track the flow of 



funds.18 The long-term vision, as articulated by proponents, is for "the finances of 
governments [to] become the blockchain," enabling complete traceability of public money.1 
However, recent updates on its specific application to public finance in 2024-2025 are limited, 
suggesting that the project's focus remains on establishing the core infrastructure before 
large-scale financial applications can be deployed.21 The RBB represents a patient, long-term 
strategic bet on building a foundational utility for trust, a stark contrast to the 
application-specific approach seen elsewhere. 

 

1.3 Precursors and Parallel Models: The Power of Open Data 
 

While blockchain initiatives explore new technological frontiers, some of the most impactful 
examples of radical financial transparency have been achieved using more conventional, yet 
robustly implemented, open data technologies. These cases demonstrate that the principles 
of transparency can be realized without necessarily relying on DLT. 

 

Case Study: Ukraine's ProZorro E-Procurement System 

 

Launched in the wake of Ukraine's 2014 Revolution of Dignity, the ProZorro e-procurement 
system stands as a landmark achievement in open government reform.1 It is a non-blockchain, 
open-source platform built on a simple but powerful philosophy: "everyone can see 
everything".25 

ProZorro's architecture is a unique hybrid model that combines a state-owned central 
database with an open Application Programming Interface (API).27 This API allows multiple, 
privately-owned and operated commercial marketplaces to connect to the central system. 
This design fosters competition and innovation among the front-end platform providers, who 
are incentivized to create the most user-friendly interfaces for both government buyers and 
commercial suppliers, while the state maintains control over the core data repository.27 To 
ensure maximum accessibility and interoperability, the entire system is built on the Open 
Contracting Data Standard (OCDS), a global best practice for publishing procurement data.27 

The documented impact of ProZorro has been transformative. According to a 2021 U.S. 
government report, the system has been credited with saving the Ukrainian state almost $6 
billion in public funds since 2017.26 It has demonstrably increased the number of bidders in 
public tenders, reduced average contracting times, and has persisted as a highly effective 
anti-corruption tool.26 Its resilience and continued operation, even during the full-scale 



Russian invasion, underscore the robustness of its design and the commitment of its 
operators.26 ProZorro's success, driven by a "golden triangle" of collaboration between civil 
society, business, and a reform-minded government, has made it a global model for 
transparent public procurement.25 

 

Case Study: New York City's Checkbook NYC 

 

A model of sustained transparency in a major global city, Checkbook NYC was launched in 
2010 by the New York City Comptroller's Office.1 It is a comprehensive open data portal that 
provides unprecedented public access to the city's financial operations. The platform 
publishes nearly every expenditure by city agencies, with data often updated on a daily basis.1 

Checkbook NYC allows users to view and track a vast array of financial information, including 
city spending, contracts, vendor payments, and employee payroll.32 Its features are designed 
for deep public scrutiny, offering advanced search capabilities, downloadable data feeds, and 
an API that enables third parties to build their own analytical tools and applications.35 The 
platform has evolved over time to meet new challenges, expanding to include detailed 
financial data from the New York City Housing Authority (NYCHA) and creating special, 
dedicated dashboards to track emergency spending related to the COVID-19 pandemic and 
the influx of asylum seekers.33 

While quantitative studies on its direct financial impact are not detailed in the provided 
materials, the portal's longevity of over a decade, its continuous expansion, and the city's 
active promotion of its use through public demonstrations and even the open-sourcing of its 
underlying software, all point to its perceived high value as a tool for accountability.32 It has 
become an indispensable resource for journalists, good government groups, and engaged 
citizens seeking to scrutinize the city's finances, thereby institutionalizing a high level of civic 
oversight.34 

 

1.4 Analysis and Strategic Implications 
 

A comparative analysis of these pioneering initiatives reveals crucial patterns regarding the 
necessary conditions for achieving meaningful financial transparency. The evidence strongly 
suggests that the success of such reforms is determined more by their governance model and 
the political context of their implementation than by the novelty of the underlying technology. 
The scaled, transformative impact of non-blockchain platforms like ProZorro and Checkbook 



NYC, when contrasted with the more limited, pilot-stage results of blockchain-based systems 
in Aragon and Brazil, indicates that political will is the primary catalyst for radical 
transparency. ProZorro was not merely a technological project; it was a "major state reform" 
born from the intense political pressure of a post-revolutionary moment and sustained by a 
powerful coalition of civil society, business, and government actors.25 Its success was 
predicated on establishing a robust governance framework and a clear political mandate for 
openness from the outset. This suggests that the most effective path for policymakers is to 
treat radical transparency as a governance challenge first and a technical one second. The 
initial, critical steps involve establishing the necessary legal frameworks, adopting open data 
standards like OCDS, and building the multi-stakeholder coalitions required to drive and 
sustain the reform. Blockchain technology can then be introduced as a powerful 
second-stage enhancement to guarantee data immutability and further decentralize trust, but 
it appears to be a less effective starting point for reform in the absence of this foundational 
political and institutional groundwork. 

At the same time, Brazil's RBB project offers a compelling alternative strategic model: 
"transparency-as-infrastructure." Unlike the application-specific approach of the other cases, 
which targeted a single process like procurement, the RBB is designed to be a foundational, 
shared public utility for trust.15 Its goal is to provide core, reusable services—such as identity, 
notarization, and tokenization—that can underpin an entire ecosystem of future transparent 
applications.18 This approach is analogous to the development of the internet's core protocols, 
like TCP/IP, where the initial value lay not in a single application but in creating a common 
standard that enabled countless innovations to be built on top. While this infrastructure-first 
strategy is inherently slower, more complex, and carries a higher risk of failure, its potential 
long-term payoff is immense. If successful, it could catalyze a systemic shift across the entire 
public sector, rather than optimizing a single vertical. This presents a key strategic choice for 
GovTech innovators: the "application-first" path, which can deliver immediate, visible victories 
and build momentum, versus the "infrastructure-first" path, which aims for a more profound, 
albeit delayed, systemic transformation. 

Table 1: Comparative Analysis of Financial Transparency Initiatives 

 

Initiative 
(Country/Ci
ty) 

Primary 
Objective 

Technologi
cal Basis 

Key 
Architectur
al Feature 

Scale of 
Deployment 

Documente
d Impact / 
Key 
Outcomes 

Aragon 
Procureme
nt (Spain) 

Increase 
trust/comp
etition in 
public 

DLT/Smart 
Contracts 

Immutable 
log of 
tender 

Limited 
Pilot (did 
not scale) 

Increased 
vendor 
trust during 
pilot 1 



tenders process 

Rede 
Blockchain 
Brasil 
(Brazil) 

Combat 
corruption, 
increase 
trust in 
public 
spending 

Public 
Permission
ed 
Blockchain 
(Hyperledg
er Besu) 

Shared 
national 
infrastructu
re for trust 

Pilot/Infrast
ructure-buil
ding phase 

Core 
services 
(ID, 
notarization
) deployed 
in lab; 
long-term 
impact TBD 
1 

ProZorro 
(Ukraine) 

Drastically 
reduce 
procureme
nt 
corruption 

Open-Sour
ce 
Database, 
Open API 

Hybrid 
model 
(central DB 
+ 
commercial 
marketplac
es) 

Mandatory 
National 
System 

~$6B in 
savings; 
increased 
competition
; global 
model for 
reform 1 

Checkboo
k NYC 
(USA) 

Provide 
public 
access to 
all city 
financial 
data 

Open Data 
Portal/Data
base 

Daily 
updates, 
advanced 
search, API 
access 

Full 
Municipal 
Deployment 
(since 
2010) 

Widely 
used by 
journalists/
NGOs; high 
level of 
civic 
oversight 1 

 

Section 2: Deconstructing the Black Box: The Rise of 
Algorithmic Accountability 
 

This section addresses the second pillar of Layer 3: the critical and rapidly evolving effort to 
make the logic of governance-by-algorithm legible, contestable, and accountable to the 
public. As automated systems assume ever-greater responsibility in public administration, a 
new set of tools and legal frameworks is emerging to ensure they operate fairly and 
transparently. This analysis examines the spectrum of approaches, from proactive disclosure 
through public registers to reactive accountability enforced by legal challenges and 



comprehensive regulation. 

 

2.1 The Rationale for Algorithmic Transparency 
 

The increasing reliance of governments on algorithms and artificial intelligence for critical 
public functions represents a fundamental shift in the nature of state power.1 These systems 
are no longer mere administrative tools; they are de facto exercisers of public authority, 
making decisions that determine individuals' access to social benefits, their interactions with 
the justice system, and their opportunities for employment.1 

In the absence of mandated transparency, these systems operate as "black boxes," creating 
profound risks for democratic society. Opaque algorithms can inadvertently introduce or 
amplify existing societal biases, leading to discriminatory outcomes that are difficult to detect 
and rectify.1 They are prone to error, and their complexity can make it nearly impossible for 
affected citizens to understand, challenge, or seek redress for an adverse decision.1 This 
opacity erodes democratic accountability, replacing discretionary human judgment—which, 
while flawed, is at least attributable to a person or office—with a form of automated authority 
that is seemingly objective but often unaccountable. The central goal of algorithmic 
transparency is therefore to subject these new forms of power to the same principles of 
oversight, explainability, and fairness that are expected of all other government functions.1 

 

2.2 Proactive Disclosure: Public AI Registries 
 

One of the most innovative approaches to fostering algorithmic accountability is the creation 
of public registers that proactively disclose the use of AI systems by government agencies. 

 

The Amsterdam and Helsinki Model 

 

In September 2020, the cities of Amsterdam and Helsinki became global pioneers by 
launching the world's first public AI registers.1 These online portals are designed to provide a 
clear and accessible "window" into the cities' use of algorithmic systems. For each system 
listed, the registers provide plain-language explanations of its purpose, the types of data it 



uses, its underlying logic, and the mechanisms for human oversight and risk management.1 

Helsinki's register, for instance, details a range of citizen-facing services, including chatbots 
that provide book recommendations in libraries or answer questions for maternity clinics, as 
well as back-end systems like an intelligent management tool for library materials.40 The 
explicit goal is to improve the accessibility and efficiency of public services while 
simultaneously building and maintaining public trust through a commitment to openness.40 

Amsterdam's register initially listed algorithms used for functions such as automated parking 
control and the identification of potential holiday rental fraud.39 From its inception, the city 
framed the register not merely as a tool for transparency but as a platform to enable 
meaningful citizen participation in the governance of these powerful new technologies.44 
However, Amsterdam's experience also provides a profound cautionary tale about the 
inherent limits of this approach. 

 

Deep Dive: The Amsterdam "Smart Check" Case – A Cautionary Tale 

 

The case of Amsterdam's "Smart Check" welfare fraud detection system is perhaps the single 
most important real-world experiment in algorithmic ethics to date. The city invested five 
years and over €500,000 in an attempt to build a "fair" algorithmic system, meticulously 
following what are considered to be the gold standards of responsible AI development: using 
transparent, explainable models instead of black boxes, conducting extensive bias testing, 
engaging in community consultation, and inviting academic oversight.4 

Despite this rigorous process, the project was a failure. The initial model showed a strong bias 
against certain demographic groups. In response, the development team re-weighted the 
training data to eliminate this bias—a standard mitigation technique. While this correction 
worked in testing, when the system was deployed in the real world, the bias reappeared, but 
in the opposite direction, now unfairly flagging different demographic groups.4 This outcome 
provided a stark, practical demonstration of a well-documented theoretical problem: there are 
multiple, mathematically distinct definitions of "fairness" (e.g., demographic parity, equality of 
opportunity), and it is often impossible to satisfy all of them simultaneously.4 

The project's commitment to extreme transparency—including publishing its source code and 
detailed documentation—is precisely what made its failure so "damning" and instructive.4 It 
revealed that even a perfectly transparent technical process cannot solve a problem that is 
fundamentally social and political. The attempt to build a "fair" algorithm obscured the more 
profound question of whether the underlying premise—using a predictive system that 
inherently treats welfare recipients as potential fraudsters—was itself a valid approach to 
social policy.4 The Smart Check case thus serves as a critical counter-narrative to 



techno-optimism, suggesting that the greatest value of transparency may not be in validating 
algorithmic systems, but in revealing when a problem is not amenable to an algorithmic 
solution at all. 

 

2.3 Reactive Accountability: Audits, Bans, and Legal Precedents 
 

While proactive registers aim to build trust through disclosure, a parallel set of accountability 
mechanisms has emerged to reactively challenge and regulate harmful algorithmic systems 
through legal and regulatory force. 

 

The Dutch SyRI Case: A Human Rights Red Line 

 

The Dutch government's System Risk Indication (SyRI) was an algorithmic system designed to 
detect welfare fraud. It worked by linking and analyzing vast, previously siloed datasets from 
numerous government agencies to generate "risk scores" for individuals.1 The system was 
deployed exclusively in poorer neighborhoods with high immigrant populations, raising 
immediate concerns about discrimination.1 

In a landmark 2020 ruling, the District Court of The Hague ordered the Dutch government to 
halt the use of SyRI, declaring it a violation of human rights.1 The court's reasoning centered 
on Article 8 of the European Convention on Human Rights, which guarantees the right to a 
private life. It found that the SyRI legislation failed to strike a "fair balance" between the 
state's interest in combating fraud and the profound privacy intrusion on its citizens.46 
Critically, the court identified the system's opacity as a key factor in its decision. The lack of 
transparency surrounding SyRI's data inputs and risk model made it impossible for individuals 
to understand or challenge a risk designation and for the court to conduct a meaningful 
judicial review. This opacity, the court concluded, was particularly pernicious given the 
system's potentially discriminatory effects, creating an unacceptable and unaccountable 
power imbalance.6 The SyRI case set a powerful international precedent, establishing that 
opaque, discriminatory algorithmic systems can be successfully challenged and banned on 
fundamental human rights grounds. 

 

NYC Local Law 144: Mandating the Audit 

 



Shifting from judicial prohibition to proactive regulatory mandate, New York City's Local Law 
144 of 2021 represents another pioneering approach. With enforcement beginning in July 
2023, this law is the first in the world to require that any "automated employment decision 
tool" (AEDT) used for hiring or promotion within the city must undergo an annual bias audit 
conducted by an independent third party.1 

The law specifies that these audits must, at a minimum, calculate the selection rates and 
"impact ratios" for candidates across categories of race, ethnicity, and gender, as well as their 
intersections.48 A summary of the audit's results, including the data used and the calculated 
impact ratios, must be made publicly available on the employer's website.47 

The first wave of publicly available audit reports from companies like Pfizer, Citizens Bank, and 
Eightfold AI provides a glimpse into the law's practical application.49 These reports typically 
consist of tables detailing the impact ratios for various demographic groups. A crucial feature 
of the law is that while it 

mandates the audit and disclosure, it does not prescribe any specific actions based on the 
results.48 The onus remains on employers to use the audit's findings to ensure their 
compliance with broader federal, state, and local anti-discrimination laws. The early reports 
often reveal impact ratios that fall below the 0.8 threshold of the U.S. Equal Employment 
Opportunity Commission's "four-fifths rule," particularly for intersectional categories with 
smaller sample sizes, highlighting the statistical complexities and interpretive challenges 
inherent in assessing algorithmic bias.50 

 

2.4 The Emerging Global Regulatory Landscape: The EU AI Act 
 

The culmination of these various approaches can be seen in the European Union's AI Act. 
Finalized and published in the Official Journal in 2024, it is the world's first comprehensive, 
binding legal framework for artificial intelligence.52 The Act establishes a risk-based 
regulatory model that categorizes AI systems into four tiers: unacceptable risk (which are 
banned), high-risk, limited risk, and minimal risk.54 

Many public sector applications, such as those used in law enforcement, administration of 
justice, and access to essential services, fall into the "high-risk" category.54 For these 
systems, the AI Act imposes a suite of strict obligations that codify the principles of 
algorithmic accountability into law. These requirements include maintaining extensive 
technical documentation, implementing robust data governance and logging capabilities, 
ensuring a high degree of accuracy and cybersecurity, and enabling appropriate human 
oversight.54 Furthermore, providers of high-risk systems are required to register them in a 



publicly accessible EU database, creating a mandatory, pan-European version of the city-level 
registers pioneered by Amsterdam and Helsinki.55 For "limited risk" systems, such as chatbots, 
the Act imposes simpler transparency obligations, requiring only that users be clearly 
informed that they are interacting with an AI.54 

The case studies analyzed reveal a clear and accelerating evolutionary trajectory for 
algorithmic accountability. This progression begins with voluntary, localized experiments in 
proactive disclosure, such as the AI registers in Amsterdam and Helsinki, which serve to build 
public awareness and prove the concept of transparency.1 The demonstration of severe 
potential harm from an opaque system, as exemplified by the SyRI case, then creates the 
political and legal impetus for a stronger response, establishing a red line based on 
fundamental rights.46 This, in turn, fuels the development of proactive, legally binding 
regulations that standardize and mandate specific accountability measures, such as the bias 
audits required by NYC's Local Law 144 and the comprehensive compliance framework of the 
EU AI Act.48 This pattern represents a classic policy feedback loop, moving the field from an 
era of voluntary "ethical AI principles" to an era of mandatory "AI legal compliance." For both 
public and private sector organizations, this signifies a fundamental shift: algorithmic 
accountability is no longer a matter of corporate social responsibility or discretionary good 
practice, but a core legal and operational requirement for deploying AI systems in society. 

Table 2: Models of Algorithmic Accountability 

 

Accountability 
Model 

Description Primary 
Example(s) 

Key Strengths Key 
Weaknesses / 
Limitations 

Proactive 
Disclosure 
(Public 
Registers) 

Voluntary, 
public listing of 
algorithms 
with 
plain-language 
explanations. 

Amsterdam & 
Helsinki AI 
Registers 

Builds public 
awareness; 
fosters trust; 
low barrier to 
entry. 

Often 
incomplete; 
voluntary 
nature limits 
scope; impact 
on actual 
system design 
can be 
minimal.1 

Mandatory 
Auditing (Bias 
Audits) 

Legally 
required, 
independent 
audits to 
assess 

NYC Local Law 
144 

Creates 
enforceable 
standard; 
generates 
comparable 

Risk of 
"audit-washin
g"; doesn't 
mandate fixing 
bias; 



systems for 
disparate 
impact against 
protected 
groups. 

data; forces 
developers to 
consider bias. 

interpretation 
of results is 
complex.1 

Judicial 
Prohibition 
(Human 
Rights Veto) 

Court-ordered 
halt of a 
system found 
to violate 
fundamental 
rights. 

Dutch SyRI 
Case 

Powerful 
precedent; 
enforces a 
hard red line 
based on 
human rights. 

Reactive (harm 
must occur 
first); requires 
lengthy, costly 
litigation.1 

Comprehensi
ve Regulation 
(Risk-Based 
Framework) 

Holistic legal 
framework 
that 
categorizes AI 
by risk and 
imposes 
specific 
obligations 
(documentatio
n, oversight, 
registration). 

EU AI Act Comprehensiv
e; legally 
binding; 
creates clear 
compliance 
path for 
high-risk 
systems. 

Complex to 
implement; 
may be slow to 
adapt to new 
tech; potential 
for regulatory 
capture.52 

 

Section 3: Synthesis, Synergies, and Strategic 
Recommendations 
 

The two pillars of Layer 3—radical transparency of money and of algorithms—are not 
independent initiatives but are, in fact, deeply symbiotic. Their combined implementation 
creates a virtuous cycle of accountability that is far more powerful than the sum of its parts. 
However, realizing this vision requires navigating a series of significant practical and ethical 
challenges that demand careful strategic consideration. 

 

3.1 The Symbiotic Relationship Between Financial and Algorithmic 



Transparency 
 

The true power of Layer 3 emerges from the integration of its two components. When an 
algorithm is used to make decisions that have financial consequences—a common scenario in 
public administration—the transparency of one domain is essential for the meaningful audit of 
the other.1 Consider a municipality that uses an AI system to prioritize infrastructure repair 
projects or to allocate social welfare benefits. An open algorithm register might explain the 

logic the system uses to make these decisions, answering the question, "Why is the money 
being allocated this way?" But this explanation is incomplete without a transparent public 
ledger that shows the actual financial outflows, answering the question, "Where did the 
money actually go?" 

Together, they create a closed-loop system of accountability. The transparent budget ledger 
provides the ground-truth data necessary to conduct a meaningful audit of the allocation 
algorithm's real-world performance and fairness. Conversely, the transparent algorithm 
provides the causal explanation for the spending patterns observed on the ledger. This 
synergy allows citizens and overseers to move beyond simple financial auditing to a more 
sophisticated form of policy auditing, enabling them to question not just the legality of a 
transaction but the fairness and effectiveness of the automated logic that prompted it. 

 

3.2 Navigating the Implementation Challenges 
 

The path to radical transparency is fraught with significant challenges that must be 
proactively addressed in the design of any such system. 

First, there is an inherent tension between transparency and privacy. Publishing every 
government transaction in real time raises profound privacy questions, such as whether the 
names and salaries of all public employees or the identities of individual welfare recipients 
should be public record.1 The Dutch SyRI case provides a stark warning that the mass linkage 
and analysis of personal data, even for a legitimate public purpose like fraud detection, can 
constitute a violation of fundamental rights if not accompanied by robust safeguards and a 
clear justification of proportionality.46 Potential solutions to this dilemma include implementing 
a model of "hierarchical transparency," where routine civil expenditures are fully public while 
more sensitive data is subject to delayed release or is accessible only to authorized oversight 
bodies. The use of privacy-enhancing technologies, such as zero-knowledge proofs, could 
also allow for the verification of transactions without revealing underlying sensitive data. 

Second, the challenge of information overload is substantial. Simply dumping massive 



volumes of raw financial or algorithmic data onto a public portal does not automatically create 
accountability; in fact, it can obscure wrongdoing in a deluge of noise.1 The success of 
platforms like ProZorro and Checkbook NYC lies in their investment in user experience. They 
provide not just data, but also powerful, user-friendly search functions, analytical 
dashboards, and APIs that empower journalists, academics, and civil society organizations to 
process, interpret, and derive meaning from the information.29 Any transparency initiative 
must be coupled with investment in these "sense-making" tools to be effective. 

Third, the use of proprietary algorithms from private vendors creates a direct conflict with the 
demand for public transparency. Companies frequently claim that the inner workings of their 
models are protected trade secrets, a position that is fundamentally incompatible with public 
accountability.1 Governments can navigate this conflict through their procurement power, 
either by mandating full disclosure and auditability as a non-negotiable condition of any 
public contract or by prioritizing the development and use of in-house, open-source 
algorithms for core public functions. 

Finally, there is a significant risk of "audit-washing," where the formal requirement of an audit 
becomes a superficial compliance exercise that provides a veneer of legitimacy without 
driving meaningful change.1 The early experience with NYC's Law 144, where the law 
mandates disclosure but not remediation, hints at this danger. Countering this requires the 
development of rigorous, independent standards for audit quality, analogous to the standards 
that govern financial auditing, as well as the cultivation of an active ecosystem of civil society 
watchdogs and investigative journalists who can critically assess the audit reports and hold 
both government agencies and vendors to account. 

 

3.3 Recommendations for Policymakers and Civic Technologists 
 

Based on the analysis of these global case studies, several strategic recommendations 
emerge for those seeking to implement radical transparency: 

1.​ Prioritize Governance over Technology: The most critical lesson from the comparison 
between ProZorro and the early blockchain pilots is that radical transparency is primarily 
a political and institutional challenge, not a technological one. The first and most 
important step is to build the political coalition, establish the legal frameworks for open 
data, and foster the multi-stakeholder governance models necessary to drive and sustain 
the reform. 

2.​ Embrace a Portfolio of Transparency Tools: There is no single silver-bullet solution. 
The most effective approach to algorithmic accountability involves a combination of 
proactive and reactive measures. Policymakers should build a layered strategy that 
includes proactive public registers to build awareness, legally mandated bias audits to 



enforce a standard of care, and robust legal protections that allow for judicial 
intervention when systems violate fundamental rights. 

3.​ Use Transparency to Provoke Political Debate, Not Just Technical Scrutiny: The 
profound lesson from Amsterdam's "Smart Check" failure is that transparency's highest 
purpose may be to elevate the public discourse. The goal should not be simply to verify 
the technical correctness of an algorithm, but to use the clarity provided by transparency 
to catalyze a more fundamental democratic debate about the values, assumptions, and 
political choices that are being encoded into our public systems. 

4.​ Invest in the Interpretive Ecosystem: A transparency portal without users is merely a 
data repository. True accountability requires a vibrant ecosystem of actors who can use 
the data provided. Governments and philanthropic organizations should actively fund 
and support the work of investigative journalists, academic researchers, and 
non-governmental watchdog groups, as these are the entities that transform raw data 
into public accountability. 

 

Conclusion: Layer 3 as the Foundation of Verifiable 
Trust 
 

This report has examined Layer 3 of the Pyramid of Power, "Radical Transparency of Money 
and Algorithms," demonstrating that it is a dynamic and contested field of governance 
innovation. The analysis of global case studies has revealed transformative successes in open 
data, as seen in Ukraine's ProZorro system; ambitious infrastructural projects, such as Brazil's 
Rede Blockchain Brasil; and pioneering regulatory frameworks like the EU AI Act. 
Simultaneously, it has highlighted profound failures and limitations, evident in the stalled pilot 
in Aragon and the cautionary tale of Amsterdam's "Smart Check" system, which underscore 
the deep-seated challenges of this work. 

The implementation of Layer 3 represents a fundamental rebalancing of power in the social 
contract. It makes corruption significantly harder to conceal by creating a permanent and 
publicly auditable record of state finances, and it provides a powerful check against 
algorithmic injustice by making automated decisions legible and contestable.1 This layer 
functions as the essential prerequisite for the more advanced forms of governance envisioned 
in the pyramid's upper tiers. Direct, Programmable Democracy (Layer 4) can only be 
considered legitimate if the participating citizenry has access to the transparent information 
required to make informed decisions. Forkable Meta-Governance (Layer 5) is only practically 
achievable if communities have the ability to clearly audit and understand the institutional 
systems they may wish to exit or replicate. 

Ultimately, Layer 3 facilitates a crucial shift in the nature of civic trust. It seeks to replace a 



fragile, institution-based trust—a belief that powerful actors will behave correctly behind 
closed doors—with a more resilient, evidence-based "verifiable confidence".1 By making the 
core operations of the state auditable by default, it creates the stable and trustworthy 
foundation upon which a more participatory, responsive, and legitimate digital social contract 
can be built. 
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